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TWO Major Incidents
in the past FIVE months!
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Previous Breaches
• Jun 2021: UHH 578
• Nov 2019: UHM 489
• Feb 2017: KapCC 92
• Oct 2017: UHM 2400
• July 2011: KapCC 1961
• Oct 2010: UHWO 40900
• Jun 2010: UHM 53821
• Feb 2010: HonCC 35
• Apr 2009: KapCC 15486

Led to a class 
action lawsuit
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Total # of Affected Individuals:

154,349
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Contributing Factors:
• Not patching / using old, unsupported versions of OS/software
• Insecure / mis-configurations

• Weak or no password rules
• Incorrect / insufficient firewall rules
• Not using segmentation
• Not monitoring logs or not keeping logs

• Accounts not removed / deprovisioned in a timely manner
• Data not protected in accordance with minimum security standards
• Keeping data beyond retention limits
• Poor personal cybersecurity practices / hygiene
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Increasing Threats
• Threat actors are more sophisticated / organized / efficient
• Third party integrations / dependencies
• IT environments are increasingly complex
• Expanded attack surface (technology is embedded everywhere)

• IoT (“smart” anything)
• IC (industrial control) systems

• Exploding growth / use of AI
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Other Recent Cyber Incidents
• National Student Clearinghouse / TIAA Breach via MOVEit
• HIP Payroll Hijacking (MFA fatigue)

https://alert.studentclearinghouse.org/
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Credential Stuffing Attacks @UH
• Since November 2020:

• 250 attacks
• 2,119,013 logon attempts
• 475,355 users targeted
• 786 compromised accounts

• 9 attacks in July 2023
• Expect attacks will increase as semester start 
date approaches
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So What Do We Do??
Minimize Risk!
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High Risk Factors
• Active Directory (AD) environments
• File servers
• Large quantities of UH sensitive / regulated information
• Flat (unsegmented) networks
• Unpatched / end-of-life hardware and software
• Unmonitored systems / services
• Not using MFA especially for privileged accounts
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Initial Mitigation Initiatives
• Campus / Unit meetings
• Creation of the Information Security Governance Council
• AD environment assessments
• Installing EDR starting with AD domain controllers, file servers
• Centralized logging 
• Penetration testing starting with high risk environments
• Reduce repositories of sensitive / regulated data

• Follow records retention schedule
• Delete duplicate data – especially if data can be retrieve from official system 

of record
• Increased training opportunities 
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Additional Actions
• Sign up for the Infosec weekly curated critical vulnerability 

listserv: http://go.hawaii.edu/jdP and remediate immediately
• Conduct vulnerability scans
• Scan for SSNs – and delete if no longer needed
• Be familiar and ensure compliance with policies, procedures, 

regulations
• Annual Personal Information Survey (required by HRS 487N)
• Complete UH Device Registration (aka Server Registration)
• HIPAA & PCI compliance
• FAR 52-204.21 – Basic Safeguarding, etc.

http://go.hawaii.edu/jdP
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More Additional Actions
• Basic Principle:  Security over convenience
• Implement strong password rules

• 15 character minimum
• Strong password complexity (upper/lowercase, numbers, special char.)
• Implement password history

• Practice good cyber hygience: 
https://www.hawaii.edu/infosec/resources-tips/personal-
security-checklist/

• Use MFA wherever possible

https://www.hawaii.edu/infosec/resources-tips/personal-security-checklist/
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