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A7.023 Security Quidelines and Procedures:
Student I nformati on Managenent System ( SI M5)

1. Pur pose
To inplenent the security objectives of the SIMS Data

Adm ni stration Policy as set forth in Executive Policy
E7. 104.

2. hj ecti ves
a. To ensure the security and privacy of student
records maintained in the University of Hawai‘i’s
(UH) SI M5 dat abase.

b. To set forth guidelines and standards for
responsi bl e and accept abl e use of SI M.

C. To suppl ement existing UH policies/agreenents and
state and federal |aws/regul ations.

3. Pol i cy Stat enent

Access to SIMS data is to be granted only to UH regul ar
enpl oyees who denonstrate that in the course of
exercising their officially assigned responsibilities,

t hey have a need for specific information. Wth
speci al perm ssion, a student researcher may be granted
access. Restrictions wll apply to all SIM data
stored on the UH adm nistrative mainframe and SI M
downl oaded data stored in mni-conputers and m cro-
conput ers.

4. Definitions

a. Executive Policy E7.104—Establishes a Student
| nf or mati on Managenent System (SIMS) for



A7.023
Page 2 of 12

University adm nistration; establishes uniform
data standards that ensures consi stency,
conparability, accuracy and integrity of SIM

i nformation; and ensures security and privacy of
student records maintained in the SI M5 dat abase.

SI M5—a Student | nformation Managenent System that
is intended to serve the UH as a whole, not only

i ndi vi dual canpuses. It provides the UH

adm nistration with a technically current, online
accessi ble, central repository of systemw de
student information needed for planning, policy
maki ng, and deci sion support. At designated key
points in the senester, each canpus will upload a
“snapshot” of their student database to the
central repository for systemw de consolidation,
reporting and managenent information. Since SIM
contains only the | atest “snapshots” sent by
canpuses, it is not intended to service the daily
operational needs of individual canpuses or to
repl ace existing canpus-based student registration
syst ens.

SIMS Data Adm ni strati on—An executive | evel
functional responsibility, which includes the
total managenent of the University's SIM data
resource.

SIMS Data Adm ni strat or—An executive who is
responsible for SIMS data admi nistration at the
University of Hawai ‘i and reports directly to the
President. The Vice President for Planning and
Policy, or a designated representative, serves as
the SIM5S Data Adm ni strator.

Access Capability—Authority granted to an

i ndi vi dual which allows view ng of data residing
in a conputer systemfile. Access capability is
general | y managed t hrough assi gnnent of a user ID
and password.

User | D—A character string which identifies an
i ndividual to a conputer system and enabl es
access.
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Read Only Access—Users who are able to view, but
not update, information in the SI M5 database.

Fam |y Educational R ghts and Privacy Act(FERPA) —
Federal rules and regul ations that set out

requi renents for protection of the privacy of
parents and students under section 438 of the
General Education Provisions Act, as anmended. It
affords students certain rights with respect to

t heir educational records.

Security Adm nistration

The SIMs Data Adm nistrator, or designee, is
responsi ble for the data residing in SIMS. The
responsibilities of the SIMS Data Adm nistrator are to:

a.

ensure proper operating controls to maintain a
secure processing environnent;

ensure accuracy and quality of data;
approve all requests for access; and

ensure that systemissues inpacting the quality of
data are reported and adequately resol ved.

Conputi ng Security Procedures

a.

SI M5 Dat abase Security.

| nformati on Technol ogy Services (ITS) wll be
responsi ble for the security of the SIMS database
and wi Il provide appropriate security neasures to
control access to the SI M dat abase.

Est abl i shi ng Backup and Recovery Procedures.

SI M5 backup and recovery procedures should be part
of the ITS overall backup and recovery procedures
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for adm nistrative conputing systens and
dat abases.

C. Prot ecting and Managi ng Passwords.

Passwords are a critical conponent to any conputer

security program To properly control passwords

and maintain their integrity, the guidelines bel ow
are established.

(1) Users should never give out or share their
personal passwords w th anyone.

(2) Passwords will automatically expire at | east
once a year

d. Enpl oyee Tur nover.

When an enpl oyee who is an authorized user of SIMS

changes assignnents or term nates enploynment with

a unit or the University, the guidelines below are

fol | oned.

(1) The enpl oyee or enpl oyee’ s supervisor
i mredi ately notifies the SI M5 Data
Adm ni strator of term nation so appropriate
actions can be initiated to change or
termnate access to SIMS and any associ at ed
files. This standard practice serves to
protect the enployee and the University in
the event of problens arising from subsequent
unaut hori zed access.

(2) Reenploynment and reinstatenent of authorized
access wll require submtting a new request
for access (see item #7) and, upon approval,
establishing a new user |ID

7. Requests For Access
a. UH Faculty/Staff: Conplete and submt the SIMS

Request for Access Form (Attachnent 1) and SIMS
Security/Non-Disclosure Agreement (Attachnent 2)
to the SIMS Data Adm nistrator. Database access
will be restricted to read only.
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Students: Personally identifiable information from
student educational records maintained in SIMSis
restricted to read only and may be accessed by
University students conducting research in
fulfillment of academ c requirenents provided al
the follow ng conditions are net.

(1)

(2)

The student researcher is a classified
student who has acquired basic research and
statistical skills as an upper-division
baccal aureate or graduate student.

The student researcher has obtained the
approval of the dean of his or her school or
col | ege based on subm ssion to the dean of
the followng information: (Attachnment 3)

(a) A description of the research project
including certification by the
supervising faculty nenber that the
research topic is of legitimte
educational interest or value to the
University and that the research design
nmeet s academ c requirenents;

(b) The specific data needed,;

(c) A statenment of the nmethod to be used in
protecting the confidentiality of
personal ly identifiable information;

(d) A statenment of how the results of the
research will be used and by whom

(e) The period of time for which access is
request ed;

(f) A signed statenent by the supervising
faculty menber accepting responsibility
for the supervision of the student
researcher for the use and protection of
any personally identifiable data and for
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the appropriate dissem nation of the
results; and

(g Two copies of the SIMS Access Request
Form and Security/Non-Disclosure
Agreement, one conpl eted and si gned by
the student and the other conpleted and
signed by the supervising faculty

Al'l requests for access nust be authorized by the
appl i cabl e Dean, Director, Provost, Chancellor or
Vice President and submtted to the SIM Data

The SIMsS Data Adm nistrator, or designee, receives
all requests for access and may consult and
coordinate wth canpus data custodians prior to
approvi ng/ di sapprovi ng access or determning the
specific data access privil eges, such as which
canpus, files, and data el enents.

| f approved, the SIMS Data Adm nistrator, or
designee, will conplete and submt the
Administrative Systems Sign On Request Form
(Attachnent 4) to the Ofice of Information
Technol ogy Services for inplenentation.

Users are responsible for safeguarding their
identification (1D codes and passwords, and for
using themfor the period of tine allowed and for
stated purposes only. Each authorized user is
responsi ble for all transactions made under the
aut hori zation of his or her ID, and for all
network activity originating fromhis or her data

menber.

C.

Adm ni strator for action.
d.
e.
User Responsibilities
a.

j ack.
b.

Users are responsible for determ ning what data
are appropriate for distribution, the audi ence for
di stribution, and the nmethods and tim ng of
distribution. 1In all cases, the provisions of
FERPA appl y.
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Every user shall ensure conpliance with any

regul atory requirenent or UH policy and provide
necessary assurances that the provisions of FERPA
are observed. Requirenents relating to the

mai nt enance of FERPA are contained in 34 C. R F.
section 99.1-99.67; Chapter 20-20, Hawai ‘i

Adm ni strative Rules; and University of Hawai'i
Adm ni strative Procedure A7.022. Failure to abide
by these provisions will, at a mninmum result in
term nation of access and denial of further access
to the SIMS dat abase.

Users wll not engage in the follow ng activities.
| nformati on and/or evidence to the contrary will,
at a mninum result in termnation of access and
denial of further access to the SIM database:

(1) Disrupt or interfere wwth the access or
adm ni stration of SI M.

(2) Use SIMs for commercial or profit-nmaking
pur poses without witten authorization from
the University.

(3) Allow access to SIMsS by unaut hori zed users.
(4) Use SIMs for illegal activities. Crimnal

and illegal use may include threats,
harassnent, theft, and unauthorized access.

9. Enf or cenent

a.

Suspected or known viol ations of any provision of
the adm ni strative procedure should be reported

i mredi ately to the conmputing unit of the
respective UH canpus, the SIMS Data Adm ni strator
and the applicable Dean, D rector, Provost,
Chancel | or or Vice President who authorized access
to SIMS. All actions necessary to secure the SIM
dat abase wi I | be taken.

Violations will result in: suspension or
revocation of current and future access privil eges
and associ ated conputer resources; faculty, staff
or student disciplinary action; and/or |egal
action.



A7.023
Page 8 of 12
Attachment 1
UNIVERSITY OF HAWALI‘I
Student Information Management System (SIMS)
Access Request Form

I. Requestor
Name of User (Last, First) O Permanent [0 Temporary O Student | SSN Date
Campus Department/Office Position
Campus Address Electronic Mail Address Campus Phone

Existing administrative user of mainframe computer on Manoa Campus?

O Yes UserID (RACF) O No

Description of Intended Use (include campus, data elements and semester/year needed and duration
of project). Attach separate sheet if necessary.

Authorization: Dean/Director/Provost/Chancellor/Vice President Date

Name Signature
(Print or Type)

Send Access Request Form, Security/Non-Disclosure Agreement and, if applicable, Student
Researcher Form to: Office of the Vice President for Planning and Policy

2444 Dole Street, Bachman 110

Honolulu, Hawaii 96822

Il. For OVPPP Use Only

Consulted with campus data custodian(s)? O Yes O No
Comments:

O Access Approved
Duration:
Campus(es):
File(s):

Data Elements:

O Access Disapproved

Reason:
SIMS Data Administrator or Designee Date
Name Signature

(Print or Type)
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UNIVERSITY OF HAWAI‘I
Student Information Management System (SIMS)
Security/Non-Disclosure Agreement

Access to personally identifiable information from student education records maintained as
part of the University of Hawai‘i's Student Information Management System is subject to the
requirements of the Family Education Rights and Privacy Act (codified in 20 U.S.C., section
12329), as amended; federal regulations as adopted by the U.S. Department of Education to
implement this act (codified in 34 C.F.R., section 99.1-99.67), as amended; Chapter 20-20,
Hawai‘i Administrative Rules, entitled “Protection of Educational Rights and Privacy of
Students;” and UH Administrative Procedure A7.022. Information related to student academic
performance may be accessed by approved users of the University of Hawai‘i's Student
Information Management System in accordance with the following stipulations:

1. This information will be used solely for curriculum analysis and educational
improvement.
2. Personally identifiable information may not be re-disclosed to any other person except

authorized education officials with a legitimate educational interest. (See UH
Administrative Procedure A7.022 for the definition of authorized education officials.)

3. The mention of any personally identifiable information in all written reports, proceedings,
memoranda, and minutes is prohibited.

4. Personally identifiable information contained in printed form shall be stored in a secure
location.
5. When personally identifiable information is no longer needed, it shall be destroyed in a

manner that is consistent with the confidential nature of its content.

6. Each user is responsible for maintaining the integrity and security of his or her
individually assigned account, ID/password, or other user identifier. Such individually
assigned identifiers shall not be communicated by any means to any other person and
should be deleted upon termination of employment with the University of Hawai‘i or
completion of time-specific research projects.

| agree to the above stipulations and understand that any unauthorized disclosure of
student information may subject me to legal action and University of Hawai‘i sanctions
including immediate termination of access and denial of future access.

Print Name Signature

Title Date
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Attachnment 3
UNIVERSITY OF HAWALI'I
Student Information Management System (SIMS)
Student Research Form

|. Student Researcher
Name of Student (Last, First) SSN Date

Description of Research Project (attach separate sheet if necessary)

Specific Data Needed (include campus, semester/year, data elements, cohort)

Method Used to Protect Confidentiality of Personally Identifiable Information

How Results of Research Will Be Used and by Whom

Il. Supervising Faculty Member

Name (Print or Type) Campus

College Department

As the supervising faculty member, | certify that: the student researcher is a classified student who
has acquired basic research and statistical skills as an upper-division baccalaureate or graduate
student; the research topic is of legitimate educational interest or value to the University of Hawai'i;
and the research design meets academic requirements. Furthermore, | accept responsibility for the
supervision of the student researcher, for the use and protection of any personally indentifiable data,
and for the appropriate dissemination of the results.

Signature Date
lll. Dean
O Approved O Disapproved Date
Name Signature
(Print or Type)

Attach two copies of the Access Request Form and the Security/Non-Disclosure
Agreement one completed and signed by the student and the other completed and signed
by the supervising faculty member and send to: Office of the Vice President of Planning and
Policy, 2444 Dole Street, Bachman 110, Honolulu, HI 96822.
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Attachment 4

ADMINISTRATIVE SYSTEMS SIGN ON REQUEST FORM

|. TO MIS APPLICATION MANAGER

01. Name of System Coordinator

a. Print

02. Date

a. Current Date

b. Signature

b. Effective Date

03. Name of User (Last, First) O Regular O Student/Casual O Other | 04. SSN

05. Department

06. Campus Address (if non-regular employee)

07. Existing Administrative User?

O Yes
User ID (RACF)

O No

08. Is Employee Terminating From the UH?

09. Action (check desired action)

[0 Add Activities

See Back of Form

[0 Delete Activities

See Back of Form

[ Change Name

Old Name

Check if Want New User ID Created O

New Department/Address (if non-regular employee)

O Change
Department/Address
O Correct SSN SSN
Il. For MIS Use Only
RACF User ID Initial/Date Natural Group
Created | |
Top Menu RACF Group

Deleted
RACF Password Comments

MSO Form-425
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UH ADMINISTRATIVE SYSTEMS LIST

BUDGET SYSTEM FISCAL SYSTEMS (Disbursing)
Add Delete Add Delete
| O BJ Summary Worksheet-36 | O Foreign Vendor Master Maintenance (60,141)
| O BJ System-35 | O Foreign Vendor Master Access (60,142)
| O BJ Code Table-70 | O Vendor Master Access (1)
| O BJ Security Table-70 | O Vendor Master Update (2)
| O BJ Batch Submission-70
STUDENT SYSTEMS CONTRACTS AND GRANTS
Add Delete Add Delete
| O CAPIS | O CGIS Account Master Maintenance (60,130)
| O Codeset Update/Retrieval | O CGIS Account Master Access (60, 131)
| O FUTURE Project (DARS) | O CGIS RTBSR Master Access (60,132)
| O Natural (FUTURE) | O FREDI Trans File Maintenance (60,133)
| O ISIS | O LOC Code Maintenance (60,134)
| O Student Aid Information System | O LOC Code Access (60,135)
O O Student Loan Maintenance (60,151) EQUIPMENT INVENTORY
| O Student Loan Access (60,152)
| O Student Loan Table Maintenance(60,153) Add Delete
a O Student Loan Table Access (60,154) O 0 Equipment Description Table Update (41)
| O Student Loan User Maintenance (60,155) O O Equipment Master Update (5)
HUMAN RESOURCES INFORMATION SYSTEMS SCOPIS
Add Delete Add Delete
| O HRIS O O SCOPIS Master File Maintenance Menu(60,111)
O O SCOPIS Master File Access Menu (60,112)
FISCAL SYSTEMS (Accounting) O O SCOPIS Code Table Maintenance (60,113)
O O SCOPIS Code Table Access Menu (60,114)
Add Delete O O SCOPIS Payment Input Menu (60,115)
| O Account Master Access (27) O O SCOPIS Auto Payment Input Menu (60,116)
| O Account Master Update (28) O O SCOPIS Scan Sheet Printing Menu (60,117)
O O Customer Master Access (3) DATA WAREHOUSE
| O Customer Master Update (4)
O O Fis Tran Retrieval (9) Add Delete
O O Fiscal Transaction Access (45) O O HRIS (Indicate valid area/orgs in comments
| O Fiscal Transaction Update (44) box)
O O Object Symbol Access Menu (60,102) COMMENTS:
| O Object Symbol Update Menu (60,101)
| O Weekly Cash Balance Maintenance(60,103)
For Fiscal Transaction Update
Batch Range Enc Paymt Treas Dep JV/AR Allot LV4 Allot LV5/6
From To (01) (02) (03) (04) (05) (06)
O O O O O O
O O O O O O
O O O O O O

MSO Form - 425




